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1
REMOTE FIRMWARE MANAGEMENT FOR
ELECTRONIC DEVICES

BACKGROUND

Many electronic devices today include firmware. Firm-
ware may be a software program or set of instructions pro-
grammed on a hardware device. The firmware may provide
instructions which are executed to determine how the device
operates. The firmware may be stored in programmable
memory of a hardware device. As updated firmware is devel-
oped, the firmware stored in a device may be replaced or
updated.

Existing solutions to manage the firmware of electronic
devices such, for example, multifunction printing (MFP)
devices, have many limitations. MFP devices may perform
imaging (scanning), printing, copying and facsimile machine
functions, or some subset of these functions. There is a lack of
a mechanism to update the firmware for a group of MFP
devices or to schedule an update for a future time period.

SUMMARY OF THE DISCLOSURE

A method and system are described for firmware updating
for one or more electronic devices connected on a user net-
work. A management gateway may be connected on the net-
work, configured to control all firmware update activity for
the one or more electronic devices. In an exemplary applica-
tion, the electronic devices may be multifunction printing
devices. An electronically accessible firmware repository for
storing firmware updates is maintained. The management
gateway may establish a firmware update activity schedule
for each electronic device. In another embodiment, a version
matrix for the electronic device may be checked before per-
forming an update.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 diagrammatically depicts an exemplary embodi-
ment of an operating environment of a system for updating
firmware for a device connected on a network.

FIG. 2 diagrammatically depicts an alternate embodiment
of'an exemplary operating environment of a system for updat-
ing firmware for a device connected on a network.

FIGS. 3A-3C depict a flow diagram illustrating an exem-
plary embodiment of a method for firmware updating.

DETAILED DESCRIPTION

In the following detailed description and in the several
figures of the drawing, like elements are identified with like
reference numerals. The figures are not to scale, and relative
feature sizes may be exaggerated for illustrative purposes.

An exemplary embodiment of a method and system for
managing firmware (FW) remotely includes a management
gateway and a firmware repository. FIG. 1 diagrammatically
depicts an exemplary operating environment. In an exem-
plary embodiment a management gateway 20 is implemented
as a software application installed on a server 30 running at a
customer site. The server 30 may be connected on the cus-
tomer’s intranet or network 40. Also connected on the cus-
tomer’s network 40 are several electronic devices 10A, 10B,
10C, which in an exemplary application may be MFPs. The
number of electronic devices or MFPs connected at a cus-
tomer site will of course depend on the customer’s particular
circumstances, and may vary from one to hundreds or more.
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2

The method for updating firmware is not limited to MFP
devices, and may be applicable to any device which has
updatable firmware.

A connection may be made through a firewall 50 at the
customer’s network through an internet connection 60 to a
firmware repository 70, which may reside on a remote server
80, which may also be connected to the internet through a
firewall 82. In an exemplary embodiment, the firmware
repository 70 may provide a mechanism for storing and dis-
tributing firmware releases, and the management gateway 20
may fetch the firmware releases or firmware updates from the
firmware repository. MFPs may have electronic controllers
and may be networkable, so that the MFPs receive commands
from an external device, e.g. the management gateway, for
changing configuration, updating firmware, pulling a firm-
ware update from a repository upon command, accepting a
pushed firmware update from an external source, etc. The
management gateway may communicate with the MFP using
SNMP, SOAP or any other protocol configured in the man-
agement gateway 20. The simple network management pro-
tocol (SNMP) forms part of the internet protocol suite as
defined by the Internet Engineering Task Force (IETF).
SNMP is used by network management systems to monitor
network-attached devices for conditions that warrant admin-
istrative attention. It includes a set of standards for network
management, including an Application Layer protocol, a
database schema, and a set of data objects. SOAP represents
“Simple Object Access Protocol,” a lightweight XMI -based
messaging protocol used to encode the information in Web
service request and response messages before sending them
over a network. SOAP messages are independent of any oper-
ating system or protocol and may be transported using a
variety of Internet protocols, including SMTP, MIME, and
HTTP.

In an exemplary embodiment, either a dealer or the cus-
tomer may use the management gateway 20 to perform a
firmware update. In an exemplary illustrative application, a
manufacturer may distribute electronic devices such as MFPs
through dealers, who in turn sell the MFPs to customers. The
dealers may support and maintain the MFPs for their custom-
ers. A dealer typically may have multiple customers. FIG. 2 is
a schematic diagram illustrating an exemplary operating
environment in which either the dealer or the customer may
use a management gateway 20 to perform a firmware update.
A terminal 90 at a dealer’s site may be connected through a
firewall at the dealer to the internet 60. Also connected at the
dealer’s site may be a server 94, on which a software appli-
cation 96 may be running. The software application program
is referred to as a remote management console 96. A local
firmware repository may be located on server 30 with the
management gateway 20, and connected on the customer’s
network 40 to a plurality of MFP devices 10A, 10B, 10C. A
remote firmware repository may be located at a remote site,
protected by a firewall 82, and accessible to the management
gateway 20. In an exemplary embodiment, the firmware
repository may be accessed as a web site is accessed through
either a web browser or a program such as a gateway. In
non-limiting examples, the firmware depository may be
installed on a web server, or set up as a web site. In an
exemplary embodiment, access to the firmware repository
may be secured using one of many options, such as username/
password, Windows virtual directory access control, etc. The
management gateway 20 may act as a central control system
for firmware update management. In an exemplary embodi-
ment, the user, i.e. either the dealer or the customer, need not
access the MFP devices directly. The user may access the
management gateway 20, e.g. through a terminal or pc 32
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connected on the intranet 40, in order to configure and sched-
ule the firmware updates for MFP devices. The management
gateway in turn ensures that firmware updates for the
intended MFPs are successfully initiated at the specified time.
The management gateway 20 may be used to update the
firmware of MFPs deployed inside the protected network of a
customer from within the customer premises or from a dealer
location.

In an exemplary embodiment, a dealer may install the
management gateway in the customer network. In other
embodiments, the customer may perform the installation. In
an exemplary embodiment, the dealer may have direct access
to only the management gateway, and not to other devices or
applications installed on the customer network. The manage-
ment gateway in turn may access the configured MFPs in the
customer’s environment. The rest of the customer network
including the customer MFPs are protected from the direct
access of the dealer. The dealer will not be able to access any
part of the customer network other than the management
gateway. Access to the management gateway may be granted
only to the intended dealer and is protected using industry-
standard security protocols. The customer may choose to
deny access to the dealer.

An exemplary embodiment of a management system may
provide the remote management console 96 and the manage-
ment gateway 20 with a persistent secure virtual tunnel
through which the remote management console can commu-
nicate with the management gateway. In an exemplary
embodiment, the secure virtual tunnel may be an authenti-
cated and encrypted communication link which is persistent
or quasi-persistent, i.e., stays on after an exchange of mes-
sages. This secure virtual tunnel may provide a private and
secure channel of communication between remote manage-
ment console and management gateway over a public and
non-secure medium such as the internet. To further enhance
the security, the secure virtual tunnel also ensures that dealer
can not access any other part of customer network except the
Management Gateway. In an exemplary embodiment, the
management gateway 20 may maintain a white list of all the
devices which the remote management console is to be per-
mitted to control remotely. Only the management gateway
will access those devices. If the remote management console
were to ask to control any other devices remotely on the
customer intranet, the management gateway would refuse the
request.

There are several ways in which a persistent secure virtual
tunnel can be established, and which option is used in a
particular customer scenario is a function of ease of deploy-
ment, scalability and level of security needed. In an exem-
plary embodiment, the URI scheme known as HTTPS may
serve as a primary mechanism to establish a persistent secure
virtual tunnel. HTTPS is well known in the art, and refers to
Hypertext Transfer Protocol over Secure Socket Layer, or
HTTP over SSL. HTTPS is a Web protocol built into browsers
that encrypts and decrypts user page requests as well as the
pages that are returned by a Web server. HTTPS uses the
Secure Socket Layer (SSL) as a sub layer under the HTTP
application layering. HT'TPS uses port 443 instead of HTTP
port 80 in its interactions with the lower layer, TCP/IP.

In an exemplary embodiment using HTTPS, the manage-
ment gateway 30 may initiate an outgoing connection to the
remote management console 96, and the secure tunnel is
established after mutual authentication based on digital cer-
tificates. In an exemplary embodiment, the dealer may open
his HTTPS port in order for the remote management console
96 to communicate with the management gateway 20
installed at the customer site. Then the management gateway
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4

20 authorizes the remote management console 96 for remote
management of the MFP devices 10A, 10B, 10C. At the
successful end of an authorization step, a secure tunnel is in
place.

An exemplary embodiment of a method and system may
provide one or more of the following firmware management
capabilities to dealers and customers:

Automated firmware updates for one or more MFP
devices. A user may access a management gateway and con-
figure the group of devices for firmware update, location of
firmware in the firmware repository and the schedule of the
update. The update activity can be scheduled for a future time
period. The scheduling can be done for each MFP separately
or for a group of devices together. The management gateway
may in turn ensure that firmware updates are initiated at the
specified time for each configured MFP. If the firmware
update fails, then there may be retries and an alert notification
may be sent to the registered user. Status of updates may be
logged for future reference. A user may also be able to modify
or cancel the scheduled update.

Managing firmware update for devices spread over pro-
tected networks of multiple customers. A dealer may manage
the firmware of MFP devices installed across protected net-
works of multiple customers through access provided by a
management gateway installed on each customer’s network.

Checking the version matrix before performing updates. A
version matrix may be maintained to ensure that the firmware
for a subcomponent of an MFP is updated only if it is com-
patible with the firmware of other subcomponents. A man-
agement gateway may check an MFP version matrix to decide
if the new version of firmware for a subcomponent is com-
patible with existing firmware of other subcomponents. This
may be applicable for devices that support multiple compo-
nents and each component has a separate firmware with
dependency on firmware of other components.

Push and pull model. In a pull model, the MFPs can pull the
firmware from a source location. A push model may be sup-
ported in which the management gateway may push the firm-
ware to the MFP from an external system.

Security and access control. Multiple levels of security
may be provided to ensure that only the authorized personnel
can access the firmware update capability. This may include,
for example, username/password based access control to
MFPs, HTTPS/SSL connections from the dealer to the man-
agement gateway, and mutual authentication using digital
certificates, and HTTPS connection between management
gateway and MFP.

Notitying and alerting the user for the status of firmware
update. Users may register to the management gateway for
notifications and alerts. The management gateway may notify
the users of the status of updates. In case of failures, the user
may also get alert messages.

Logging of Firmware update activities. Status of all the
firmware update activities may be logged for future reference.

Reliable Update and Notification. Once the firmware
update starts, a mechanism may be provided to ensure that
firmware is updated successfully. If firmware update fails,
then retries may be made to ensure that the update is success-
ful. If retries also fail then the user may be notified.

Thus, in an exemplary embodiment, a method and system
may be provided to automate the firmware update process for
MEFP devices. A firmware update may be remotely managed
from within the premises of the customer where the MFP is
deployed or from the dealer location. From the dealer loca-
tion, a user may access only the management gateway and not
any other part of the customer network. Remote management
of firmware updates may be enabled with a software applica-
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tion, the management gateway. A management gateway
application may typically be installed inside the customer
firewall and it can manage the firmware of MFPs in the
network. A management gateway uses a firmware repository
to obtain the firmware which needs to be updated in the MFPs.
The firmware repository provides a mechanism to store and
distribute the new firmware releases.

The firmware update process in an exemplary embodiment
may be driven by the management gateway. Individual MFPs
wait for management gateway instructions before they ini-
tiate the firmware update.

FIG. 3 is a flow diagram illustrating an exemplary embodi-
ment of a method for firmware (FW) updating. This exem-
plary process of FW updating begins at 102 when a user logs
in the management gateway. This may be done by connecting
to the management gateway at 104 and selecting the firmware
update feature at 106. If at 108 the user is not authenticated to
do FW updating, the user will be requested at 110 to provide
a user credential so that authentication may take place.

Once the user is authenticated for FW updating, the user is
prompted at 112 to make a selection of either a “firmware
first” or a “device first” method. In this exemplary embodi-
ment, for the “firmware first” method, the user first selects the
firmware and then the management gateway displays the list
of devices compatible with that firmware. Then the user
selects one or more devices from the list and the management
gateway takes care of updating the selected devices with
selected firmware. For the “device first” method, the user first
selects the device to be updated and the management gateway
then displays the list of firmware available for the update.
Then user selects the desired firmware and the management
gateway updates the selected firmware for that device.

For the “firmware first” method, at 114 the user specifies
the location of the firmware repository. There may be more
than one firmware repository available. In an exemplary
embodiment, only one repository will be active for the man-
agement gateway at a given time. The management gateway
may choose any one repository at a time. It could be either
local or remote repository. The location of the firmware
repository may be specified by using a URI (Universal
Resource Identifier), which could be a URL, a directory path
on local server or on the network, by way of example. At 116,
the management gateway fetches the information about the
firmware from the specified firmware repository, which may
include in an exemplary embodiment the version number,
family of devices supported and an associated version matrix,
with the firmware. Then at 118, the user selects the desired
firmware for the update from the displayed list of firmware.
Once the user makes a selection of the firmware, the manage-
ment gateway displays a list of devices which can be
upgraded with the selected firmware at 120 and 122. If no
devices are eligible for firmware updating, a message is dis-
played by the management gateway at 125. If at 124 there is
at least one device eligible for firmware update, the user
selects at 126 which devices are to be updated with the
selected firmware. The user can also choose at 128 to do the
update at that moment or schedule the update at future time
period (130). At the scheduled time, management gateway
will wake up and send the update request to all the required
MEPs (step 132). 132 denotes a scheduler function, which
“wakes up” when a scheduled job is due. At that time, it looks
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for all the jobs which are scheduled and starts the one which
needs to be started at that time. Once in step 130 the job is
scheduled, the scheduler at 132 will start the job at the appro-
priate time.

At 134, the management gateway connects to each device
onthe update list, and determines whether the device supports
the push method or the pull method. In an exemplary embodi-
ment, the management gateway can use either the push model
or the pull model to make the firmware available to a MFP
device. If at 136, the device supports the push model, then at
138, it gets the firmware file and sends itto MFP device. Inthe
pull model, at 140, the management gateway provides the
MFP with the location of the firmware file and the MFP
fetches the file from that location. The management gateway
receives the status of the firmware update, and if the update
fails, retries the firmware update until the update succeeds or
a predetermined number of retries has been attempted (steps
142, 144, 146). The management gateway logs the status and
sends notification to registered users for the status and alerts
if the update fails (step 148).

For the “device first” method, in an exemplary embodi-
ment, most of the processing may be the same as in the
“firmware first” method. In the “device first”, the method
guides the user to select the device first at 160, 162. The user
may specify the firmware repository location at 164, and then
the management gateway displays at 166 the firmware avail-
able for update for that device, and which may be good
candidates for upgrade for the selected device. The manage-
ment gateway may determine at 168 whether there is at least
one firmware available for update. If no firmware is available
for that device, a message is displayed at 170. If firmware is
available for the device, the user selects the desired firmware
from the displayed list of firmware at 172, and operation
branches to 128.

In an exemplary embodiment, a decision of whether to
update the firmware of a particular MFP or not may be based
on a version matrix. A version matrix for a firmware may be
stored along with the firmware in the firmware repository. An
exemplary version matrix is a matrix of version numbers of all
the firmware for different components of the MFP. It may also
contain the interdependencies among the various compo-
nents. For those MFP devices with multiple sub-components,
where each component requires a separate firmware, there
may be a need to update more than one firmware at the same
time. The firmware for different components of an MFP
device may have interdependencies. The firmware for difter-
ent components may have dependency on the order in which
the firmware for components is upgraded. Additionally they
might have dependency across versions. A particular version
of'one component may only work with a particular version of
firmware for another component. In an exemplary embodi-
ment, the management gateway compares the existing ver-
sion of the MFP firmware with the version matrix of the new
firmware and decides whether the firmware for the MFP
needs to be updated or not. An exemplary embodiment of this
feature is illustrated in FIG. 3, including step 122.

An exemplary embodiment of a version matrix is a matrix
of version numbers of all the firmware for different compo-
nents of the whole system. It also contains the interdependen-
cies among the various components. A representation of an
exemplary version matrix is depicted in the following table.

Components Version
MFP Firmware 7.0
Print Engine 7.0
Firmware

Copier Firmware 7.0
Scanner Firmware 6.0
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-continued
Fax Firmware 5.0
Job Accounting 4.0
Firmware
Constituent Firmware Components
Print Job
Engine Copier Accounting
7.0 7.0 Scanner 6.0 Fax 5.0 4.0
Compatible Versions Of  Print Engine 5.0 or 6.5 or greater
Components greater
Copier 5.0 or 6.5 or greater
greater
Scanner 5.5orless 6.0
Fax 5.0
Job
Accounting

The first part of the table provides the version numbers of
the firmware for different components. For example, the ver-
sion of the released MFP firmware package is 7.0. In this
example, the MFP firmware is made up five components—
Print Engine firmware, Copier firmware, Scanner firmware,
Fax firmware and Job Accounting Firmware. Components of
the MFP may have different versions. In this case, even
though the MFP firmware version is 7.0; the Fax firmware
version is 5.0.

The bottom half of the table in this example of a version
matrix provides the compatibility matrix of the version of
components. The columns represent the versions of new firm-
ware components. The rows show the versions of old firm-
ware that are compatible with the new firmware versions
shown in the columns. For example, Job Accounting version
4.0 in the new firmware is compatible with copier firmware
version 6.5 or greater in the old releases.

The version matrix may be used in making decisions
whether to update a particular component on not. For
example, if a MFP has Job Accounting firmware with version
3.2 and printer firmware with version 6.7 and someone
decides to update the firmware of Job Accounting to 4.0, then
he also has to update the print engine firmware to 7.0; other-
wise, the Job Accounting firmware will not work properly.

In an exemplary embodiment, a self-check mechanism
may be provided to ensure that a firmware upgrade completes
successfully. If there is a failure then retries will be made to
upgrade the firmware. After certain number of retries, user
will be notified on the failure of firmware upgrade. At that
time user will have option to restore the old firmware on the
MFP. An exemplary self-check mechanism is illustrated in
FIG. 3 as steps 142-146.

Although the foregoing has been a description and illus-
tration of specific embodiments of the subject matter, various
modifications and changes thereto can be made by persons
skilled in the art without departing from the scope and spirit of
the invention as defined by the following claims.

What is claimed is:

1. A method for firmware updating for a plurality of elec-
tronic devices each connected on a user intranet behind a
firewall, each of the plurality of electronic devices including
firmware stored on device memory, the method comprising:

maintaining a management gateway connected on the

intranet behind a firewall and to the Internet through the
firewall, the management gateway configured to control
all firmware update activity for each of said plurality of
electronic devices;
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maintaining an electronically accessible firmware reposi-
tory for storing firmware updates, including firmware
updates for said plurality of electronic devices;

accessing the management gateway to establish a firmware
update activity schedule for each of said plurality of
electronic devices, said firmware update activity sched-
ule including a location of firmware in the firmware
repository, and a time schedule for conducting the firm-
ware update activity;

conducting a firmware update activity for each of said

plurality of electronic devices in accordance with said
time schedule;

monitoring said firmware activity by the management gate-

way to determine whether the firmware update activity
results in a successful firmware update for each of said
plurality of electronic devices; and

wherein said accessing the management gateway com-

prises receiving authorized electronic instructions at the
management gateway through the firewall from a remote
management console connected to the Internet at a
remote site outside the firewall regarding updating the
firmware of the plurality of electronic devices, and fur-
ther comprising limiting access of the remote manage-
ment console to only the management gateway while
preventing access to the plurality of electronic devices
and other devices installed on the network behind the
firewall.

2. The method of claim 1, wherein said one or more elec-
tronic devices includes a plurality of multifunction printing
(MFP) devices.

3. The method of claim 1, further comprising:

maintaining a log of said firmware update activities.
4. The method of claim 1, wherein said management gate-
way is a software application installed on a server connected
on the user intranet.
5. The method of claim 1, wherein said maintaining the
firmware repository includes maintaining the firmware
repository with firmware updates, said firmware updates
including a version matrix associated with each firmware
update.
6. The method of claim 1, further comprising:
checking a version matrix associated with one device of
said plurality of electronic devices to determine if said
firmware update is compatible with said one device prior
to conducting said firmware update activity, and

conducting said firmware update activity for said one
device only if said firmware update is compatible with
said one device.
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7. The method of claim 1, wherein said conducting a firm-
ware update activity includes, for one device of said plurality
of electronic devices,

pushing the firmware update onto said one device from the

firmware repository.

8. The method of claim 1, wherein said conducting a firm-
ware update activity includes, for one device of said plurality
of electronic devices,

pulling the firmware update from the firmware repository

by the one device.

9. The method of claim 1, wherein the firmware repository
includes a firmware repository database maintained on a
remote server outside the user intranet.

10. The method of claim 1, further comprising:

providing the remote management console at the remote

site outside the user intranet and the firewall.

11. The method of claim 1, further comprising:

providing a user notification message indicating whether a

firmware update has been successfully completed.

12. The method of claim 1, wherein said receiving instruc-
tions at the management gateway from a remote management
console through said firewall comprises:

establishing a secure virtual tunnel through the firewall

between the remote management console and the man-
agement gateway to provide a private and secure channel
of communication between the remote management
console and the management gateway; and

receiving said instructions through the secure virtual tun-

nel.

13. A method for firmware updating for a plurality of
multifunction printing (MFP) devices connected on a user
intranet, each of the plurality of MFP devices including firm-
ware stored on device memory, the method comprising:

maintaining a management gateway connected on the

intranet behind a firewall and to the Internet through the
firewall, the management gateway configured to control
all firmware update activity for said plurality of MFP
devices;

maintaining an electronically accessible firmware reposi-

tory for storing firmware updates, including firmware
updates for said plurality of MFP devices;

accessing the management gateway to establish a firmware

update activity schedule for each of said plurality of
MFP devices, said firmware update activity schedule
including a location of firmware in the firmware reposi-
tory, and a time schedule for conducting the firmware
update activity;

the management gateway initiating a firmware update

activity of said plurality of MFP devices according to
said firmware update activity schedule;
checking a version matrix associated with a firmware
update for one device of said plurality of MFP devices to
determine if said firmware update is compatible with
said electronic device prior to conducting said firmware
update activity, said version matrix comprising a matrix
of version numbers of all the firmware for different
components of said device and a set of interdependen-
cies among the different components of said device; and

conducting said firmware update activity for said one
device only if said firmware update is compatible with
said one device; and
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wherein said accessing the management gateway com-

prises:

receiving electronic instructions at the management gate-

way from an Internet-connected remote management
console through the firewall, said instructions regarding
updating the firmware of the plurality of MFP devices,
and

limiting access of the remote management console to only

the management gateway while preventing access of the
remote management console to the plurality of MFP
devices and other devices installed on the network.

14. The method of claim 13, further comprising:

monitoring said firmware activity by the management gate-

way to determine whether the firmware update activity
results in a successful firmware update for said MFP
device.

15. The method of claim 13, wherein said one or more
electronic devices includes a plurality of multifunction print-
ing (MFP) devices.

16. The method of claim 13, further comprising:

maintaining a log of said firmware update activities.

17. The method of claim 13, wherein said management
gateway is a software application installed on a server con-
nected on the user intranet.

18. The method of claim 13, wherein said maintaining the
firmware repository includes maintaining the firmware
repository with firmware updates, said firmware updates
including said version matrix associated with each firmware
update.

19. The method of claim 13, wherein the firmware reposi-
tory includes a firmware repository database maintained on a
remote server outside the user network.

20. The method of claim 13, further comprising:

providing the remote management console at a remote site

outside the user intranet and the firewall.

21. The method of claim 13, wherein said receiving
instructions at the management gateway from a remote man-
agement console through said firewall comprises:

establishing a secure virtual tunnel through the firewall

between the remote management console and the man-
agement gateway to provide a private and secure channel
of communication between the remote management
console and the management gateway.

22. The method of claim 21, wherein said establishing a
secure virtual tunnel comprises:

initiating an outgoing connection through said firewall

from the management gateway to the remote manage-
ment console, and establishing the secure virtual tunnel
after mutual authentication;

the method further comprising authorizing the remote

management console for remote management of said
plurality of MFP devices.

23. The method of claim 12, wherein said establishing a
secure virtual tunnel comprises:

initiating an outgoing connection through said firewall

from the management gateway to the remote manage-
ment console, and establishing the secure virtual tunnel
after mutual authentication;

the method further comprising authorizing the remote

management console for remote management of said
plurality of electronic devices.
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